E. Dummit’s Math 3527 ~ Number Theory 1, Spring 2024 ~ Homework 6, due Fri Mar 1st.

Justify all responses with clear explanations and in complete sentences unless otherwise stated. Write up your
solutions cleanly and neatly, and clearly identify all problem numbers. Submit scans of your responses via Canvas.

Part I: No justifications are required for these problems. Answers will be graded on correctness.

1. Consider the RSA cryptosystem with key N = 1085444233 = 31907 - 34019 and encryption exponent e = 3.

(a) Encrypt the plaintext m = 277891194.
(b) Find a decryption exponent d.
(¢) Decrypt the ciphertext ¢ = 878460400.

2. Eve intercepts a 23-character text message with standard encoding (a = 00, b = 01, ... , z = 25) that was
encrypted using RSA. Decrypt the message, given that
N 3189493285075919531948989803351695476743251123
e = 065537
¢ = 0810123674887735803471951879021843942677716907.

3. Alice sends an identical message with standard encoding (a = 00, b = 01, ... , z = 25) via RSA to each of
Bob, Carol, and Darnarius. Each of Bob’s, Carol’s, and Darnarius’s RSA public keys use ¢ = 3, and their
values of N are, respectively,

Np = 49703407978872135768369150951737194603841663052986938247511157126794635921277619
Nco = 48394585785126752760098222942433754518772506574482068079987934034981215730453293
Np = 37048466581842421945081537172098726013070671280095643279361407260434395186752267.

Eve intercepts the three ciphertexts

cp = 25784565262357725797733361623964330387404886537460006803720876638565346256861433
cc = 8591142161833783340323034144110437060699871009667449419814424711743005011401597
cp = 14041334591568148205935644845370596206044644642402170720554240913633363302351503.

Determine Alice’s original message.

4. Two of the following six integers are prime and the other four are composite:

N1 = 1474512288873635866253234569665259057209898423127605097759586627754595366 77624741
Ny = 181724486732607374235034401344439931270145141565372874381350646276632766328969281
N3 = 258424126740178352128100370736889906817607518086806632752038758788555704304604649
Ny = 324234657928347051123113232023409710234012389751239847120398471917665655581200339
N5 = 408869971164328247524265450583823930434406844303142816841351879439544818685702841
Neg = 542408184634943257672698834917404611542248228873337459368210624910406937582942097

(a) Try the Fermat test with a = 2, 3,5 for each of these integers. (Stop if you find the integer is composite.)
(b) Try the Miller-Rabin test with a = 2,3,5 for each of the integers remaining after part (a). (Stop if you
find the integer is composite.)

(¢) Your results from parts (a)-(b) should have identified the four composite numbers. Why don’t the results
prove that the remaining two integers are actually prime?




5. Peggy and Victor are performing a Rabin zero-knowledge protocol to prove that Peggy knows s, where

N = 488419441734583556321985415212612123740359939381088965700730231638206554681394177
s? (mod N) = 364578471930898294925524638136447727960007605573204140075455802888652544203808336.

Peggy and Victor perform five rounds. Peggy sends Victor

u? = 419987940537002829673554859623446087647247049378701209589622515994832674140645748
uy = 270893145623915322344834242328268768371424519375297223857305039560421032101793802
ui = 001204179001250513038323769136188667129468312291612708387897338022926559640599640
ui = 295360259330799676568102779994887111797263481168605647699269117672956353312755331
u? = 076085193608240660534079611034851894964763400993326547711532912132418924025617595

and Victor asks for the values uq, suq, sus, sug, us. Peggy responds with

up = 368836285783665928691160226566669484193845816214794656578305054442600293140251910
sug = 061162076090849776429311938634702834494489117638106960807555056103441302535633013
suz = 187951496312843107888323763535831510839656637929611417672687000373287147716755997
suqg = 174908257541270590422202403049766598633440061550219493518183063157021792026188460

us = 018020803226473941195493125743250937332254656547401271200890367477647082876441426

Does Peggy pass each test? What is the probability that Eve could pass each test if she didn’t know s?

Part II: Solve the following problems. Justify all answers with rigorous, clear explanations.

6. Bob and his twin brother Rob share the same 4096-bit RSA modulus NV, but use different encryption exponents:
Bob uses eg = 3 while Rob uses eg = 17. Alice sends the same plaintext message m to Bob and Rob, encoded
using their respective keys, so the ciphertexts are

cB m? (mod N)
crg = m'" (mod N).

Explain how, if Eve intercepts both ciphertexts, she can recover the original message m without having to
factor N. [Hint: Write m in terms of m® and m!7]

7. Eve wants to decipher the ciphertext ¢ that Alice sent Bob using Bob’s RSA key (IV,e). Eve manages to
sneak in and use Bob’s decryption computer. Luckily, Bob has programmed his computer to remember all of
the ciphertexts it has decoded and not allow them to be decoded again, so Eve cannot ask it to decipher the
message c. Instead, she asks the computer to decipher the message 2¢c, yielding the deciphered message w.
She can use w to find Alice’s original plaintext m very quickly: how?

8. Recall that the Lucas primality criterion says that if ™! =1 (mod m) and a(™~1/? # 1 (mod m) for any
prime p dividing m — 1, then m is prime.

(a) Use the Lucas primality criterion to show that 1013 is prime, and then establish that 2027 is prime.
[Hint: Try a = 7 for both.]

(b) Use the Lucas primality criterion with a = 10 to show that the integer
N = 843156784620274963828079044664499378320177127026840734436833335222593049312927235387489615873

is prime. (You don’t need to write all the results of the modular exponentiations: you can just give the
first three and last three digits of each.)




