E. Dummit’s Math 3527 ~ Number Theory 1, Fall 2026 ~ Homework 7 Solutions

1. Eve steals the computer Bob uses to decode messages sent via Rabin encryption. Eve asks the computer to
decode the message m?, where

m = 282006548310266500521595796103735803923312201934083188120704096090962921710642902266245001
and it returns the value

w = 169171645092006578241300799123542803090460485666471678762142554544526241248418101659881815.
Given that Bob’s public key is

N = 340424449758185542695947485837945311955875942240280273796932383801516352255982079556106287,

find the two prime factors of N. (If writing by hand, you can just give the first six and last six digits of each.)

e We implement the chosen-ciphertext attack on Rabin encryption as detailed in class. Since m? = w?

(mod N) by the decryption procedure, and m # +w (mod N), by the Chinese Remainder Theorem we
see that w 4+ m is divisible by exactly one of p and ¢ and so ged(w + m, N) will be one of the prime
factors of N.

e Using the Euclidean algorithm to compute the geds, we obtain

’ 637257451356456445706273132863754472582919783 ‘
ged(w —m, N) = ’534202384034212978696571376336523449084183289‘

ged(w + m, N)

and we can easily verify that their product is the given integer N.

2. Eve intercepts a 25-character text message with standard encoding (a = 00, b = 01, ... , z = 25) that was
encrypted using RSA. Decrypt the message text, given that

N = 51300594275226581813688476659949247556215009836233
e = 65537
¢ = 42532231210824048250926791283200710247749142953927.

e In order to decrypt the message we first need to factor the modulus. On my 15-year-old desktop PC,
FactorInteger takes approximately 6131 milliseconds to compute the two prime factors as

= 7817752772549871094468141
g = 06562064031412720719734413.

e Then ¢(N) = (p—1)(¢ — 1) = 51300594275226581813688462280132443593623195633680.
e Next we solve de =1 (mod ¢(N)). PowerMod / the Euclidean algorithm gives

d = 21790834848005822429001318536923065821738598349793.

e We can now compute m = ¢? (mod N): PowerMod gives

m =11202321041708190018210817192018061407201810080418

which converts into text as ’ luxveritasvirtusgohuskies |.




3. Alice sends an identical message with standard encoding (a = 00, b = 01, ... , z = 25) via RSA to each of
Bob, Carol, and Darnarius. Each of Bob’s, Carol’s, and Darnarius’s RSA public keys use e = 3, and their
values of N are, respectively,

Np = 49703407978872135768369150951737194603841663052986938247511157126794635921277619
Nco = 48394585785126752760098222942433754518772506574482068079987934034981215730453293
Np = 37048466581842421945081537172098726013070671280095643279361407260434395186752267.

Eve intercepts the three ciphertexts

cg = 05905364385466286295586251025237668938472190855132358966957728964323606634400251
cc = 21138220486961146446206617482811850561629767638994082201111978852676605086081807
cp = 27157125477984404879431019780288127319483825029543848767280738662683083014939218.

Determine Alice’s original message.

e We implement Hastad’s attack, as detailed in class. The message x = m? is a solution to the simultaneous

congruences = = c¢g (mod Np), = ¢¢ (mod N¢), = ¢¢ (mod Np), and because m < Ng, m < N¢,
m < Np we have 0 < m3 < NgNoNp and so the integer solution x to that congruence will actually be
equal to m? as an integer. By extracting the cube root we then immediately obtain m.

e Solving the congruence using the Mathematica command ChineseRemainder produces the solution

r = 693552830937474060140599232860134283214080512647840373030965617000925657006413246
3681960432373124368490069307383682174848604888723414421147475721220223414093667
964265438080899684452909483934944123032781338780161865954385200016264248057664

e Upon extracting the cube root, we obtain Alice’s original message

m =19070402070813041804170412000813030417190704141704120818191720112400220418141204

which as text reads | thechineseremaindertheoremistrulyawesome |.

4. Peggy and Victor are performing a Rabin zero-knowledge protocol to prove that Peggy knows s, where

N = 488419441734583556321985415212612123740359939381088965700730231638206554681394177
s? (mod N) = 364578471930898294925524638136447727960007605573204140075455802888652544203808336.

Peggy and Victor perform four rounds. Peggy sends Victor

u? = 419987940537002829673554859623446087647247049378701209589622515994832674140645748
uy = 270893145623915322344834242328268768371424519375297223857305039560421032101793802
ui = 001204179001250513038323769136188667129468312291612708387897338022926559640599640
ui = 295360259330799676568102779994887111797263481168605647699269117672956353312755331

and Victor asks for the values uy, sug, sus, sus. Peggy responds with

up = 368836285783665928691160226566669484193845816214794656578305054442600293140251910
sup = 061162076090849776429311938634702834494489117638106960807555056103441302535633013
sus = 304092941078945109049230333889649788448145691132625713366641946452437843830720793
suqg = 174908257541270590422202403049766598633440061550219493518183063157021792026188460

On which rounds does Peggy pass the test? What is the probability that Eve could pass all four rounds if she
didn’t know s?

e Victor simply squares the four values Peggy sent and compares them to the values u?, s?u3, s?u3, and

s?u? evaluated using Peggy’s values sent earlier and her public value of s2.



e Peggy passes rounds 1, 2, and 4 but fails round 3. Explicitly:

u% = 419987940537002829673554859623446087647247049378701209589622515994832674140645748
sgug = 401461292131569257221239787491164195324644297834820576347826417589549169132643609
SQu?1 = 17929770588252284134323661600169491878154017273991644033481075933076585906195661 1
but
(8U3)2 = 057656109603190227871255310437900913429411389170915685834139712222303307502793574

s2u§ = 013092315619048278946259742118943701671041113123408013101924538041440820171173963

e The probability that Eve could pass all four tests is 1/2% since she has a 50-50 chance of guessing correctly
for each challenge.

5. Bob and his twin brother Rob share the same 4096-bit RSA modulus IV, but use different encryption exponents:
Bob uses eg = 3 while Rob uses eg = 17. Alice sends the same plaintext message m to Bob and Rob, encoded
using their respective keys, so the ciphertexts are cg = m? (mod N) and cg = m!” (mod N). Explain how, if
Eve has both ciphertexts cg and cg, she can quickly find the original message m without having to factor N.

e The point is that m = m!¥717 = (m®) . (m'")~"? =% - ¢ (mod N).

e Eve can easily compute both ¢% and c}il modulo N (the former via successive squaring and the latter
via the Euclidean algorithm), so she can quickly obtain m without having to find a factorization of N.

6. Eve wants to decipher the ciphertext ¢ that Alice sent Bob using Bob’s RSA key (N, e) so she sneaks in to use
Bob’s decryption computer. Luckily, Bob has programmed his computer to remember all of the ciphertexts it
has decoded and not allow them to be decoded again, so Eve cannot ask it to decipher the message c. Instead,
she asks the computer to decipher the message 2¢c, yielding the deciphered message w. She can use w to find
Alice’s original plaintext m very quickly: how?

e Observe that (2¢¢)? = 2¢%c? = 2m (mod N): in other words, the decryption of 2¢c is 2m.

e So Eve can compute m simply by evaluating 2= (mod N) via the Euclidean algorithm and then multi-
plying w by it.

7. In our discussion of RSA, Bob computes the decryption exponent d as the inverse of e modulo ¢(N). The goal
of this problem is to show that Bob’s choice is not always the smallest, as there are always several different
possible decryption exponents modulo ¢(N). (We say k is a decryption exponent for e modulo N if m®* =m
(mod N) for every message m.)

(a) Show that any integer k satisfying k = d (mod p — 1) and k = d (mod ¢ — 1) is a decryption exponent.
[Hint: Work mod p and mod ¢ separately.]

e Suppose k = d (mod p — 1) and k = d (mod ¢ — 1): we first show m** = m (mod p).
e If m =0 (mod p) we are done. Otherwise, we have m?~! =1 (mod p).
e Then since k = d (mod p — 1) we see that k = d + (p — 1)u for some integer u, so we have

meF = meldt—Du) — ped. (mP~ )" =m 1% = m (mod p)

since by construction m®® = m (mod p).

ek k

e So in either case, m® = m (mod p). By the same argument, m*® = m (mod ¢). Combining the
two statements with the Chinese Remainder Theorem gives m®* = m (mod N), so k is a decryption
exponent.

(b) Show that any decryption exponent k must satisfy k¥ = d (mod p — 1) and k¥ = d (mod ¢ — 1). [Hint:
Take m to be a primitive root mod p; you may assume one exists.|



()

e Suppose m is a primitive root mod p. By assumption, m®* = m (mod p) so m (mod p).

¢k=1 = 1 if and only if p — 1 divides

ek—1 =

e By properties of order, since m has order p — 1 mod p then m
ek — 1, which is to say, when ek =1 (mod p — 1).
e But now since d = e~! (mod p(N)) so in particular e=! = d (mod p — 1): then multiplying ek = 1
(mod p — 1) by e~ ! yields k = d (mod p — 1).
e By the same argument (taking m to be a primitive root mod ¢) we see k = d (mod ¢ — 1) also.
For N = 45737 - 54377 and e = 3, Bob’s method gives d = 1657960491, but this turns out to be the
third-largest of 8 possible decryption exponents. Find the smallest one.
e By (a) and (b), we want to find the solutions to the congruences = d (mod p—1), x = d (mod ¢g—1),
which are x = 30491 (mod 45736) and x = 36251 (mod 54376).

e By Mathematica’s ChineseRemainder command, the solution is z = | 103622531 | (mod 310867592).
(The full list of exponents is 103622531 + 310867592u: Bob’s corresponds to u = 5.)

Remark: In general, if ged(p — 1,9 — 1) = r, using (a) and (b) one can show that there will be r different

decryption exponents modulo ¢(N).

8. Recall that a Carmichael number is a composite integer n such that ™ = a (mod n) for every integer a.

(a)

Show that any Carmichael number must be squarefree (i.e., not divisible by the square of any prime).
[Hint: If p? divides n, try a = p.]

e Suppose p is prime and p?|n. Set a = p: then p™ = p (mod n).

e In particular, since p?|n this implies p” = p (mod p?), but this is clearly not true since n > 1.
Suppose n is a Carmichael number. By part (a), we can write n = pipa---pq for distinct primes p;.
Show that for each i, p; — 1 divides n — 1. [Hint: Take a to be a primitive root modulo p;.]

e Let a be a primitive root modulo p;. By hypothesis, we know that ™ = a (mod n), so ™ = a (mod

Pi)-
e Since a is a unit, we can cancel to see a”~! = 1 (mod p;). But the order of 7 is p; — 1 (since it is a
primitive root), so by properties of order, p; — 1 divides n — 1.
Suppose n is composite, squarefree, and for every prime divisor p of n, p — 1 divides n — 1. Show that n
is a Carmichael number. [Hint: Use an argument similar to the one in class used for 561.]

e Since n is squarefree, we can write n = pips - - - p where the p; are distinct primes.

e By the Chinese Remainder Theorem, showing that ™ = a (mod n) for all a is equivalent to showing
that a” = a (mod p;) for each i.

If p; divides a, then a = 0 mod p; hence ™ =0 = a (mod p;).
e Otherwise, p; is a unit modulo a, hence a?"~! = 1 (mod p;) by Fermat’s Little Theorem. By
assumption p; — 1 divides n — 1, so we see a”~! = 1 (mod p;) whence a"™ = a (mod p;). We are done.

Conclude that n is a Carmichael number if and only if n is composite, squarefree, and for every prime
divisor p of n, p — 1 divides n — 1. (This is known as Korselt’s criterion.)

e The forward direction is provided by parts (a) and (b), while the reverse direction is provided by
part (c).

Suppose n = pq is the product of two primes. Show that n is not a Carmichael number. Deduce that
any Carmichael number must have at least three distinct prime factors.

e If p = ¢ then n = p? is not squarefree, contradicting the criterion from (d).

e Otherwise (by swapping if necessary) assume p < ¢: then the criterion from (d) requires ¢ — 1 to
divide n — 1 = pq — 1.
However, pg—1=p—1 (mod g — 1), and p — 1 is nonzero modulo ¢ — 1 since 0 < p—1< g — 1.

The last observation follows because Carmichael numbers are a composite product of distinct primes
(hence have more than 1 prime factor) and cannot be a product of 2 primes as just shown, so there
must be at least 3 factors.

Remark: Several of the composite numbers from the factorization problems have been Carmichael numbers:

this is, of course, intentional, so that the Fermat compositeness test will fail on them!




